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Confidentiality and restricted use
This document is TELUS Confidential. It can only be used by TELUS EMR clients in order to assist them in completing their Privacy Impact Assessments. Its content cannot be shared with any third party, other than the Office of the Information and Privacy Commissioner of Alberta, except with the express prior written permission of TELUS.




[bookmark: _a7bfztde4omd][bookmark: _Toc86750911][bookmark: _Toc105071472]Purpose for this PIA template.

The purpose of this PIA template document is to assist personal (health) information custodians (custodians) in fulfilling their obligation under Section 64 of the Health Information Act (HIA) to prepare a Privacy Impact Assessment (PIA). PIAs must be submitted before implementing a new information system or making changes to an existing administrative practice or information system relating to the collection, use or disclosure of individually identifiable health information. 

Additionally, this PIA template can help custodians review the impact of their projects involving the TELUS Health Collaborative Health Record (CHR) on patient/client privacy. To that effect, this document describes the reasonable steps TELUS Health has taken to maintain administrative, technical and physical safeguards when migrating health information from one TELUS Health electronic medical records (EMR) software / application to another TELUS Health EMR. 

The PIA process is a due diligence exercise that requires a thorough analysis of potential impacts to privacy, in which custodians identify and address potential privacy risks and ensure compliance with the applicable requirements of the HIA.

	This PIA template is intended to assist custodians in completing their PIAs. Custodians are responsible for reviewing this PIA template and for ensuring the accuracy of any information that pertains to their use of the CHR within their operations and also for adjusting it as required to comply with applicable laws, regulations and the custodian’s policies and procedures.

Following this PIA template does not guarantee that the Office of the Information and Privacy Commissioner of Alberta will accept your PIA.

This PIA template is not to be used as a substitute for legal advice.  In case of any doubts as to the proper application of the HIA to your organization, please consult with your privacy coordinator and / or legal counsel.

Please note that this PIA template also does not replace advice from information technology security professionals about the security of your information systems and networks.

Please keep in mind that not all of the sections included in this PIA template will be relevant to your organization and its information management / privacy practices, and that more information may be required depending on the circumstances.  All examples and samples provided are illustrative only and should not be viewed as authoritative statements of your organization’s use of the CHR within your operations or of the laws.

Sections highlighted in green need to be completed by the organization prior to submission.


[bookmark: _Toc86750912][bookmark: _Toc105071473]Resources

Office of the Information and Privacy Commissioner (OIPC) of Alberta.

· PIA
· PIA Requirements Guide
· Guidance for Electronic Health Record Systems (assessment of system safeguards and sample practices)
· Advisory for Communicating with Patients Electronically


Alberta Health

· Completing a privacy impact assessment: annotated PIA template
· The Health Information Act Guidelines and Practices Manual, Chapter 5: Duties and Powers of Custodians Relating to Health Information, offers information about the PIA requirements and process
· Health Information Act Forms
· Responsibilities of Custodians and Health Information Act Administration Checklist
· HIA Guidelines and Practices Manual, Chapter 14 – Duty to Notify (Mandatory breach reporting)


Health professional colleges and associations.

· Contact your health professional college or association to inquire about member-specific PIA resources
· College of Physicians and Surgeons of Alberta Advice to Profession, COVID-19: Virtual Care
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[bookmark: _Toc86750913][bookmark: _Toc105071474]Cover letter



Jill Clayton
Information and Privacy Commissioner
Suite 410, 9925-109 Street NW
Edmonton, AB T5K 2J8



Re: Privacy impact assessment for TELUS Health EMR migration.

Dear Ms. Clayton,

In compliance with Alberta’s Health Information Act (HIA) section 64, I am submitting this Privacy Impact Assessment (PIA) regarding the migration from TELUS Health [List the current EMR] Electronic Medical Record (EMR) to TELUS Collaborative Health Record (CHR) EMR. 
The purpose of this submission is to identify and mitigate privacy risks associated with the collection, use and disclosure of personal health information regarding the above-described migration. 
The attached PIA is submitted for review and acceptance by the OIPC. Should there be questions about any aspects of the submission, please contact [primary contact name) at (phone number] or via email [provide email for contact] for clarification. 
[bookmark: _tyjcwt]Sincerely,




[Name of the authorized representative of the custodian]
[Custodian name]





[bookmark: _3dy6vkm]

[bookmark: _j6jf6hcx8zvj][bookmark: _Toc86750914][bookmark: _Toc105071475]Cover page

	[bookmark: _1t3h5sf]Official project name

	Migration from TELUS Health [List the current EMR] electronic medical record (EMR) to TELUS Collaborative Health Record (CHR) EMR


	Legal name of custodian
	[Legal name of your organization, e.g. the name of your corporation]


	Person(s) responsible for completing the PIA
	Name:

Title:

Contact information:



	Person(s) with delegated primary responsibility for HIA compliance within the organization

	Name:

Title:

Contact information:



	PIA submission date

	[Date]

	Expected project implementation date

	[Date when your production system goes into use with live data]

	OIPC file reference numbers for any previously accepted and related PIAs (if applicable)
	OIPC file reference number: [number, if exists]

Date of acceptance: [date, if exists]
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[bookmark: _Toc105071478]Section A: 
Project summary


This project summary section describes the migration project to be assessed by this PIA, including the related systems and objectives. It is divided into the following subsections: 

1. What does the system covered by the project do? What is its purpose? 
2. What is the business rationale for the project?
3. Who are the key players?
4. Where will health information be stored and accessed?
5. Why does the project need to collect, use or disclose health information to achieve its objective?
[bookmark: _941e98lnuofq]

1. [bookmark: _Toc105071479]What is the new system and what is its purpose?

[Provide a summary of the organization and include:
· Type of organization
· Date organization opened
· Reference the reason for this update]


[Organization name] determined that TELUS Collaborative Health Record end-to-end suite of technology-enabled health and wellness solutions will align with the organization’s patient-centred care plan. 
TELUS Collaborative Health Record’s data points and deep analytical capabilities will: 

· Help deliver more accurate and timely diagnosis supporting our organization’s productivity 
· Facilitate communication and collaboration between healthcare providers and their patients to provide the absolute best care 

[bookmark: _17dp8vu][bookmark: _Toc105071480]1.1	Description of TELUS Collaborative Health Record.

TELUS Collaborative Health Record delivers a cloud-based software platform with a full suite of web-based tools for collaboration, patient engagement, automation and data optimization, allowing custodians to practise more efficiently while paving a path towards patient engagement and collaborative care.

TELUS Collaborative Health Record facilitates workflows to increase practice efficiency, while also empowering patients. 

TELUS Collaborative Health Record includes booking software, virtual care, questionnaires, and outcome-tracking capabilities, allowing doctors to focus on patients, rather than on paperwork - shifting the current model of health record software, making patient-generated data a viable, practical source of truth.

1.1.1 [bookmark: _Toc105071481]Tools.

[image: ]
Integrated calendar
A powerful scheduling system to organize appointments and follow-up visits or to review results. 

TELUS Collaborative Health Record provides:
· An adaptive interface for multiple practitioners and locations
· Automated email/SMS reminders
· Integrated online booking capacity
· Questionnaires that can be attached directly to bookings

[image: ]

Charting
Customizable templates where users can connect common patient history variables directly into notes, avoiding redundant data entry. 

[image: ]

Patient portal
Integrated patient communication functionality is an integral component of the platform. Through a secure portal, patients can access their files, notes, online booking and messages sent from the organization.

[image: ]

Referrals and waitlist management
Built-in referral management functionalities work with the organization's workflows. Patients are assigned to filterable waitlists and triaged patients are sent automated questionnaires.

[image: ]

Private and public billing functionalities
The integrated billing platform generates bills, produces invoices and receipts, and reconciles patient accounts. 


[image: ]

Questionnaires
Integrated questionnaires can be used for onboarding and patient follow-up, and to build tools that can produce high-quality data while engaging with patients in their healthcare journey.

[bookmark: _Toc86750760][bookmark: _Toc86750921][bookmark: _Toc105071482][image: ]
[bookmark: _Toc105071483]Virtual visits
[bookmark: _nbz80hytnbj4] 
Virtual visit can mean:

· Instant messaging
· Assigning tasks to patients
· Assigning tasks to staff members
· Engaging in secure audio calls
· Communicating through secure video calls

Steps for a virtual visit.

1. Before the consult begins:

· Record/update patient demographic information
· Verify patient’s health insurance card
· Note reason for the visit
· Collect consent to use video conferencing for first-time patients

2. At the start of the video consult: 

· Authenticate the patient’s identity
· Confirm they are in an appropriate private location. If they are, document their response. If not, ask them to change locations or reschedule the visit
· Ask whether other people are present off-camera
· Disclose the risks of a virtual visit, obtain verbal consent, and record consent in the chart

3. At the end of the virtual visit:

· Confirm the patient’s understanding of the assessment and plan
· Send prescription(s) to pharmacies
· Send requisitions or referrals to the patient, or appropriate office/facility
· Complete the encounter note for the virtual visit, following the same standards as for an in-person visit
· Bill the government health plan the virtual visit fee code(s)
· Complete, process and submit any necessary forms


[bookmark: _Toc105071484]1.1.2	Virtual visits.

TELUS Collaborative Health Record virtual visit function uses built-in data encryption, which means that data transmitted between the website and the servers is encrypted to help protect confidential information. 

TELUS Collaborative Health Record is a fully managed web-based application that does not require additional hardware, operating systems, database management systems, backup utilities or third-party software in the local environment. To experience all the advantages of TELUS Collaborative Health Record, certain technical requirements must be met before completing its implementation.

The individual leading the implementation of TELUS Collaborative Health Record is responsible for adhering to the technical requirements to assure optimal functioning of the system.

[bookmark: _Toc105071485]1.1.3	Encrypted cloud application.

TELUS Collaborative Health Record provides an encrypted environment for the handling of Health Information. The infrastructure has been thoroughly assessed against both HIA and PIPA compliance requirements. 

TELUS Collaborative Health Record’s virtualized infrastructure is made up of web, application, and database servers that have been hardened, and can only be remotely accessed through the load balancers and bastion host. TELUS Collaborative Health Record uses a centralized logging solution to monitor activity and actions that occur within the environment. Segmentation has also been implemented through the use of load balancers and IP tables configured to restrict access only to approved ports and protocols.

Logical access controls are in place allowing only authorized personnel to access the internal management servers. TELUS Collaborative Health Record utilizes sophisticated logic to separate individually identifiable health information from the corresponding medical information. As a result of this mature security design, the risk of an unauthorized user gaining access to both data stores, while successfully linking the data, is mitigated.

[bookmark: _Toc105071486]1.1.4	Information security measures.

External users will make an API call over SSL to the load balancer, which forwards the request via SSL to the application servers.  Depending on the types of data, the application server will make an API call to one of the database servers over an SSL connection.  When a customer (e.g. clinic staff) submits a request to retrieve specific health information from the database server, the application server makes an API call to the database server over SSL to retrieve the data, which is then transmitted back to the application server, load balancer, and ultimately the end-user over an SSL-encrypted connection. At no point in time, during transmission and storage, is the requested data unencrypted.

	Element

	TELUS Collaborative Health Record 

	Encryption
	All data is encrypted in transit, end to end, and at rest. Log data is lasso-encrypted to mitigate the risk of health information stored in log files.

	Minimum necessary access
	Access controls always default to no access unless overridden manually.

	System access tracking
	All-access requests and changes, as well as approvals, are tracked and retained.

	Health information segmentation
	All customer data is segmented. Additionally, all platform customers have unique IP spaces for additional network segmentation.

	Monitoring
	All network requests, successful and unsuccessful, are logged, along with all system logs. API health information requests (GET, POST, PUT, DELETE) log the requestor, location and data changed/viewed. Additionally, alerts are proactively sent based on suspicious activity. OSSEC is used for IDS and file integrity monitoring.

	Auditing
	All log data is encrypted and unified, enabling secure access to full historical network activity records.

	Minimum Risk to Architecture
	Encrypted access is the only form of public access enabled to servers. All API access must first pass through 
TELUS Collaborative Health Record firewalls. To gain full access to TELUS Collaborative Health Record systems, users must log in via 2-factor authentication through VPN, authenticate to the specific system as a regular user, and upgrade privileges on the systems temporarily as needed.

	Vulnerability scanning
	All customer and internal networks are scanned regularly for vulnerabilities.

	Intrusion detection
	All production systems have intrusion detection software running to proactively detect anomalies.

	Backup
	All customer data is backed up every 24 hours in an encrypted format.

	Disaster recovery
	All documentation (policies and procedures that make up our security and compliance program) is stored and versioned using GitHub.

	Risk management
	We proactively perform risk assessments to assure changes to our infrastructure do not expose new risks to health information. Risk mitigation is done before changes are pushed to production.

	Workforce training
	Despite not having access to the eHealth Information of our customers, all TELUS Collaborative Health Record workforce members undergo HIA, PIPA, HIPAA and general security training regularly.




[bookmark: _Toc105071487]1.1.5	Remote patient communication.

TELUS Collaborative Health Record provides the following mechanisms for sending questionnaires or alerts/reminders/notifications to patients:

· In-organization kiosk mode (fixed tablet or desktop device)
· In-organization mobile mode (floating tablet in the waiting room)
· Email communication
· SMS communication

In no case is health information stored on a patient’s phone. When a patient receives a tokenized URL to access his or her questionnaire, it has a predefined (customizable) expiration time.

Emails and SMS messages sent to patients do not contain any protected health information. They simply include a link that leads the patient to an SSL-encrypted channel for communication of data. Patients cannot access their data through this link. Instead, they can answer questions and feed data into their profile after authenticating.

[bookmark: _Toc105071488]1.1.6	Remote patient data capture (desktop).

Remote questionnaires can be opened by patients on their personal computers (desktops, laptops) through an encrypted tokenized link opened on a web browser.

[bookmark: _Toc105071489]1.1.7	Data security.

All communication between any local systems (whether patient or custodian) and TELUS Collaborative Health Record’s service is encrypted using 256-bit AES. TELUS Collaborative Health Record has an authentication certificate to verify credentials. SSL in the protocol prevents eavesdropping by any intermediate actors. The application also sends a tag for disabling the local cache of the pages, which prevents the browser from writing the data to files on the local disk.

No patient information is stored locally on tablets, smartphones or computers. It is stored in the cloud and accessed from there. Only the information exported by the organization while signed in to a TELUS Collaborative Health Record account can be stored locally at the location of the organization's choice. Once the organization exports the information, it is the organization’s responsibility to store it in a compliant, secure manner.

[bookmark: _Toc105071490]1.1.8	Data export.

TELUS Collaborative Health Record supports patient data export in the following formats:
· XML, CSV, SPSS
· Answers can be coded to feed data into a CCD XML-supported format (HL7)

[bookmark: _Toc105071491]1.1.9	API integration (HL7).

TELUS Collaborative Health Record API is based on REST principles. This means any HTTP client and any programming language can be used to interact with the API. HL7-compatible JSON when appropriate will be returned in all responses from the API.

TELUS Collaborative Health Record API uses HTTP basic authentication. This is secure as all requests are via SSL. Each TELUS Collaborative Health Record user has their own API key(s), to use for authentication. The API key will have the same permissions as the user. OAuth 2.0 version 15 is currently supported. TELUS Collaborative Health Record currently supports the following integration functionality:

· Embed questionnaire within the third-party web application (such as a patient portal)
· Tokenized URLs can be sent to a patient’s device (SMS) or email address, or a questionnaire can be pulled as a modal (pop-up) within your application
· Pull patient questionnaire data within a third-party web application

[bookmark: _Toc105071492]1.1.10	Organization user authentication.

When accessing TELUS Collaborative Health Record to view health information for a patient, the organization [describe authentication process, e.g., two-factor authentication with a strong password policy. Two-factor authentication contains a password and a token sent to the patient’s email or SMS as per their preference.]

Strong passwords [if different than CHR complexity, enter here and delete rest of 1.1.10, otherwise leave as is]
The organization has uses the following complexity for passwords to meet the following minimum requirements:

· Passwords cannot contain the user's account name or parts of the user's full name that exceed two consecutive characters
· Passwords must be at least six characters in length or the number of characters specified in the minimum password length policy setting

Passwords must contain characters from at least three of the following categories:

· English uppercase alphabet characters (A–Z)
· English lowercase alphabet characters (a–z)
· Base 10 digits (0–9)
· Non-alphanumeric characters (e.g., !$#,%)]




[bookmark: _Toc105071493]1.2	Transition from [List the organization’s current EMR (i.e., Wolf/PS Suite/Med Access)] to TELUS Health EMR.

During the transition from one EMR to another, our organization has chosen to undertake data migration for continuity-of-care purposes. In this situation, we must also undertake data retention to meet our physicians’ legal, medical and professional regulatory requirements. This movement of data introduces risk to the integrity and accuracy of the records of patient care and/or risk of loss or unauthorized access to the records such as:

· Not all records may be extracted or loaded
· Not all attachments to records may be extracted or loaded, and/or the naming convention of the attachments (indexing) may be lost or corrupted
· The charting practise of individual physicians may result in data being extracted that cannot be matched to a corresponding discrete data element in the medical summary, and/or from the medical summary to the discrete data field in the new EMR (this can result in a loss of context for data that is transferred)
· Not all metadata items on which custodians relied to make decisions are included in the medical summary and/or the extract and load processes (e.g., audit logs)
· Storage devices used for the data in the outgoing EMR may not be properly decommissioned
· Storage devices used for the Portable Document Format (PDF) may not be properly secured
· Additional parties have access to health information during the data migration or retention processes

To mitigate these risks, we have signed an appropriate information management agreement (IMA) with the vendors involved.

Data migration.
Our organization will be obtaining data extraction services from TELUS Health.

· We signed with TELUS Health for data extraction services
· The IMA signed between our organization and TELUS IT services gives TELUS the authority to import our organization’s patient data
· Anticipated data migration start date: [Provide date of migration]

Data retention.
Our organization will be obtaining data retention services from TELUS Health in the form of a PDF file. The PDF (and MS SQL extract) is searchable but not alterable. It includes meta data such as audit logs. The PDF repository will be provided on encrypted media by TELUS Health and stored securely by our organization. We signed an IMA with TELUS Health for data retention services.

[bookmark: _Toc105071494]Destruction of outgoing EMR system.
Upon our authorization, the data in our outgoing EMR will be destroyed approximately six months after the PDF repository is created. Data will be wiped from the server (or the server will be destroyed) per the organization’s destruction guidelines.


2. [bookmark: _Toc105071495]What is the business rationale for the project?

[Provide a description of the problem your organization is trying to solve by migrating to TELUS Collaborative Health Record EMR.]

3. [bookmark: _Toc105071496]Who are the key players?

[Provide any additional description, if necessary, of who is involved in the project and their roles.]

The following user and support groups will be involved in the project:

· Patients
· Custodians, health professionals and their staff
· TELUS Collaborative Health Record implementation and project management team (for the configuration and deployment of EMR)
· TELUS Collaborative Health Record support team


4. [bookmark: _Toc105071497]Where will health information be stored and accessed?

[bookmark: _2p2csry][bookmark: _Toc105071498]4.1	Access

Custodians, health professionals and their staff access health information within TELUS Collaborative Health Record from within or outside of their office using PCs, tablets and other mobile devices.

TELUS Collaborative Health Record implementation, project management and support team access health information within the EMR from their office, using their work laptops based on proper authorization from the custodian and only for the purpose of providing their services.

Patients are allowed to access a limited amount of health information via a secure patient portal, such as online booking-related information and messages / files sent from the organization. 

[bookmark: _Toc105071499]4.2	Storage

TELUS Collaborative Health Record.
[bookmark: _apdgldwu0dlg][bookmark: _dujn0730ssac]Cloud-hosting service utilizes data centre infrastructure that includes environmental controls, fire suppression systems, redundant power sources and UPS backup, 24/7 security including card entry and video monitoring, all within Canadian borders. Limited access from outside of Canada can only occur for repair or troubleshooting, provided that such access: (i) is for the minimum amount of time necessary for such purposes; and (ii) involves the minimum amount of data necessary for such purposes.

All online interactions involving health information are encrypted. 

No data is stored on terminal user devices, and in the case of kiosks or in-organization tablets for data collection, passcode lock and app lock allow for secure interaction between patient and the application.

[if following is case leave as is, but organization to confirm - add additional detail if not the case]. 
Login timeouts on both the administrative platform and patient interface can be customized to reduce data vulnerability. All health information is encrypted in transit and at rest.



5. [bookmark: _Toc105071500]Why does the project need to collect, use or disclose health information to achieve its objectives?

Collection, use and disclosure of aggregated, de-identified and individually identifiable health information are fundamental to the provision of health services by custodians and allied health service providers in Alberta.  Custodians and staff collect, use and disclose health information for the authorized purposes allowed under the HIA (sections 20, 27, 35).










[bookmark: _Toc105071502]Section B: 
Organizational privacy management.


[image: ]This section addresses the organization’s overall organizational privacy management, including organizational / management structure, policy management, training and awareness, incident response and access and correction requests, and describes how our organization meets the applicable legislative and professional regulatory requirements.

[Instructions please delete - It may be possible to reuse your organization’s description of its organizational privacy management you included in a previously accepted PIA submission. However, you should consider whether you need to make any revisions to accommodate your current project or any recent changes to applicable legislation. If you don’t need to make any revisions, you should confirm that in your current PIA and provide a reference to the previously accepted PIA as follows. If you make changes to your organizational privacy management to accommodate the current project, you must submit a revised version of your organizational privacy management.]

The organization’s description of its organizational privacy management was accepted by the Office of the Information & Privacy Commissioner in its previous [provide the name of the previous PIA] on [provide the PIA date of acceptance], OIPC File# [provide the OIPC File#]. The previously described organizational privacy management has not changed, no revisions have been made.



1. [bookmark: _ihv636][bookmark: _Toc105071503]Management structure

[Describe how your senior management is involved in decision-making related to privacy (e.g. whether to participate in information-sharing with another custodian or public bodies or in research), including setting privacy policies and resolving privacy issues (e.g., patient complaints, disputes between custodians). Who is responsible for establishing and managing your privacy policies? Do you have a designated Privacy Officer? If so, describe their role as well as how, and under what circumstances, they are required to report to management?]


2. [bookmark: _32hioqz][bookmark: _Toc105071504]Policy management

[Describe how your organization develops, approves and implements privacy policies and procedures. How often are they reviewed and updated for efficiency, effectiveness, relevance to your practice, and ongoing compliance with HIA? How are your privacy policies communicated to staff? What do you do to ensure your affiliates, including your employees and service providers, are following your privacy policies? Include any other relevant information concerning your organization’s privacy policies and procedures.]


3. [bookmark: _1hmsyys][bookmark: _Toc105071505]Training and awareness

[Describe how your organization trains employees and contractors in privacy (e.g., new employee orientations, on-going privacy awareness program), including how often your organization offers training, whether the training materials are periodically updated to reflect changes in legislation and technology and how you document participation.]


4. [bookmark: _41mghml][bookmark: _Toc105071506]Incident response

[Describe how your organization approaches privacy incident response and management, including how your organization identifies and investigates incidents, contains the breach, evaluates the risks associated with the breach, decides to notify affected parties, learns from incidents to improve its privacy practises and prevent future breaches, and who is involved in incident response. Have you developed a policy on managing privacy incidents?]


5. [bookmark: _2grqrue][bookmark: _Toc105071507]Access and correction requests

[Describe how your organization manages access and correction requests including who is responsible for responding to and making the final decision on such requests, how individuals are informed of the decision, and what procedures your organization has in place to address such requests.]














[bookmark: _Toc86750948][bookmark: _Toc105071509][image: ]





[bookmark: _Toc105071510]Section C: 
Project privacy analysis.

This section addresses privacy areas and practises 
related to the migration project as follows: 

1. Health information listing 
2. Information flow analysis 
A. Information flow diagram
B. Legal authority and purposes table 
3. Notice 
4. Consent and expressed wishes 
5. Data matching 
6. Contracts and agreements  
7. Use of health information outside Alberta


1. [bookmark: _Toc105071511]Health information listing

The following is a list of the types of personal health information that our organization is collecting, using or disclosing while using the TELUS Collaborative Health Record. These data elements are necessary to carry out the objectives of our project as described in Sections 1 and 5 of Section A: Project Summary of this PIA.



	Type of information
	Data element
	Description
	Purpose / reason
 for the collection, use or disclosure of the data element

	Registration information
	Personal health number (PHN)
	Unique Identifier
	Uniquely identifies the patient. Used to track health services.

	Demographics / registration information
	Name of patient
	Unique Identifier
Last, first, middle and preferred names
	Identifies patient

	Demographics / registration information
	Date of birth 
	Unique Identifier
	Identifies patient

	Demographics / registration information
	Sex
	Female, male, other
	Identifies patient

	Demographics / registration information
	Gender identity
	Female, male, transgender female, male, non-binary, prefer to describe
	Identifies patient

	Registration information
	Email address
	Email address
	Method of contact

	Registration information
	Phone number
	Cell, home, office phone number
	Method of contact

	Registration information
	Address of patient
	Unique Identifier
Street, city, province, postal code
	Method of contact

	Registration information
	Emergency contact’s name
	Last, first, middle names
	Identifies patient’s emergency contact.

	Registration information
	Emergency contact’s phone number
	Cell and / or home phone number
	Method of contact

	Registration information
	Emergency contact’s relationship to patient
	
	Identifies patient’s emergency contact.

	Registration information
	Primary practitioner
	Name of patient’s primary practitioner.
	Identifies patient’s primary practitioner.

	Registration information
	Family doctor
	Name of patient’s family doctor.
	Identifies patient’s family doctor.

	Registration information
	Referring practitioner
	Name of patient’s referring practitioner.
	Identifies patient’s referring practitioner.

	Diagnostic, Treatment and Care Information
	Vitals
	Blood pressure, heart rate, respiratory rate, temperature, pulse oximetry, height, weight, BMI, head circumference, waist circumference, blood type
	Patient care

	Diagnostic, Treatment and Care Information
	Latest lab results
	Laboratory, diagnostic imaging and other examination test results.
	Patient care

	Diagnostic, Treatment and Care Information
	Progress notes
	Past medical and family history, examination, diagnosis, treatment and follow-up plan.
	Patient care

	Diagnostic, Treatment and Care Information
	Active medications
	A list of medications prescribed to a patient.
	Patient care

	Diagnostic, Treatment and Care Information
	Injections
	A list of vaccinations a patient has received.
	Patient care

	Diagnostic, Treatment and Care Information
	Allergies
	A list of patient allergies.
	Patient care

	Diagnostic, Treatment and Care Information
	Referrals
	The patient’s incoming and outgoing referrals.
	Patient care

	Diagnostic, Treatment and Care Information
	Forms
	e.g., laboratory requisitions
	Patient care

	Scheduling information
	Administration notes
	e.g , best time of the day to contact the patient
	Scheduling services

	Diagnostic, Treatment and Care Information
	Files
	e.g., documents received from other healthcare providers or health data repositories
	Patient care

	Diagnostic, Treatment and Care Information

Scheduling / Billing Information
	Appointments
	Practitioners, services (e.g., consultation or follow-up appointment), reason, start date and time, status
	To process, verify and reimburse claims healthcare providers submit for payment to the relevant provincial health insurance plans or private health insurance providers.

	Diagnostic, Treatment and Care Information
	Questionnaires
	Health-related questionnaires and patient responses
	Standardized collection of information from patient.

	Diagnostic, Treatment and Care Information
	Preferred pharmacy
	Preferred pharmacy name, phone and fax number
	Prescription management

	Diagnostic, Treatment and Care Information
	Social history
	Smoking, alcohol, occupation
	Inform provider of potential concerns.

	Billing information
	Patient’s insurance company
	
	To process, verify and reimburse claims healthcare providers submit for payment to the relevant provincial health insurance plans or private health insurance providers.

	Billing information
	Patient’s insurance ID
	
	To process, verify and reimburse claims healthcare providers submit for payment to the relevant provincial health insurance plans or private health insurance providers.

	Billing information
	Patient’s insurance group number
	
	To process, verify and reimburse claims healthcare providers submit for payment to the relevant provincial health insurance plans or private health insurance providers.

	Billing information
	Patient’s provincial plan
	
	To process, verify and reimburse claims healthcare providers submit for payment to the relevant provincial health insurance plans or private health insurance providers.







2. [bookmark: _Toc105071512]Information flow analysis

The following sections illustrate how and where the health information flows, and the sections in the HIA that authorize those flows.

a. [bookmark: _Toc105071513]Information flow diagram

[image: ]





b. [bookmark: _Toc105071514]Legal authority and purposes

	[bookmark: _3tbugp1]Info
flow
	Description
	Type of information
	Purpose
	Legal authority

	1


	Patient to affiliate - schedule, organization note, billing.

Collection of the health information directly from the patient by affiliate except in set circumstances outlined in HIA.
	Registration information
 
Diagnostic, treatment and care information.
	COLLECTION
Enrolling patients for health service to continue care and treatment, and reimbursement.
USE
Providing health services to the patient.
	
HIA sections. 20(a)&(b)
 21(1)
 22(1)(2) 27(1)(a)(b) & (g)


	2

	Custodian to affiliate, affiliate to custodian.

	Registration information 

Diagnostic, treatment and care information.
	USE
Providing health services to the patient.
	
HIA sections. 
27(1)(a)(b) & (g)


	3

	Patient to custodian -   organization note, billing.

Collection of the health information directly from the patient by custodian except in set circumstances outlined in HIA. 

Health information is shared with the patient as part of the patient visit – test results, diagnosis, care instructions, etc.
	Diagnostic, treatment and care information.
	COLLECTION
Purpose of continuing care and treatment, and reimbursement.

USE
Providing health services to the patient.

	
HIA sections. 20(a)&(b)
  22(1)(2) 27(1)(a)(b) & (g)


	4
	Custodians, affiliates to EMR, EMR to custodians, affiliates
	Registration Information

Diagnostic treatment and care information.

	COLLECTION
Updates to patient registration for health service to continue care and treatment, and reimbursement.
USE
Providing health services to the patient.
DISCLOSURE
Disclosure of diagnostic treatment and care information to the patient.
	HIA Sections
27(1)(a)(b)(g)
27(2)
56.2
HIA s66 (1)(2)(3)(4)(5)(6)
(IMA with EMR Vendor)

	5


	Custodian, affiliate 

EMR help desk

	Registration information

Diagnostic treatment and care information.
	USE
Technical support and redundancy using privacy principles:  least amount; need-to-know; highest anonymity.
	HIA sections   66(1)(2)(3) (4)(5)(6) – IMA in place

	6


	Custodian, affiliate 

Alberta Health
	Registration information

Diagnostic treatment and care information (including health service provider information).
	USE
Processing payment for health services (internal management purposes).

Determining or verifying the eligibility of an individual to receive a health service (internal management purposes).
	HIA section
27(1)(a)(b)(g)



	7


	Access Alberta Netcare portal.
	Registration information

Diagnostic treatment and care information.
	USE
Providing health services to the patient.

	HIA sections 27(1)(a) & 56.2

HIA s66 (1)(2)(3)(4)(5)(6)
(IMA with AH)

	8


	WCB e-injury reporting and claim.
	Registration information

Diagnostic treatment and care information.
	Required WCB reporting

USE
Obtaining or processing payment for health services (internal management purposes).
	Worker’s Compensation Act

HIA sections 
20(b)
27(1)(a)(b)(g)
35(1)(a)(p)

	9
	AHS lab and DI test results for patients are received electronically and imported into organization EMR; or received on paper/fax, scanned and imported into the organization EMR.
	Registration information

Diagnostic treatment and care information.
	DISCLOSURE 
to the physician (from other health service providers).
Continuing treatment and care.



	HIA s35(1)(a)(b)

HIA s66 (1)(2)(3)(4)(5)(6)
(IMA with AHS; can share health information for purposes authorized in the agreement)




3. [bookmark: _Toc105071515]Notice
[bookmark: _nmf14n]
[bookmark: _37m2jsg][bookmark: _1mrcu09][bookmark: _46r0co2]This section describes our approach to collection notices. The Health Information Act section 22(3) states: “When collecting individually identifying health information about an individual directly from the individual, the custodian must take reasonable steps to inform the individual:

(a) Of the purpose for which the information is collected
(b) Of the specific legal authority for the collection
(c) Of the title, business address and business telephone number of an affiliate of the custodian who can answer the individual’s questions about the collection

Our organization provides this notification using a sign or verbally from our custodian.   

4. [bookmark: _Toc105071516]Consent and expressed wishes

Health information shall only be used and disclosed for the purpose for which it was collected unless alternate use or disclosure is authorized or required by law, or with the knowledge and consent of the subject individual. When requesting the release of their health information usually the patient has signed a third-party consent form (e.g., lawyer, insurance company).

Under the HIA, patients may make an express wish to limit access to their health information.  Our organization considers, decides on and responds to an individual's expressed wishes when accessing, using or disclosing their health information. The TELUS Collaborative Health Record provides functionality to support an individual’s expressed wishes through the following three classes of functionality: 

Role permissions
The functionality of the TELUS Collaborative Health Record accommodates granting user permissions to either (1) entire individual records, or (2) segments of individual records based on (a) the role of the user, (b) the individual user, or (c) a combination of (a) and (b). 

Pop-ups
Customized pop-ups on individual records can be created with the TELUS Collaborative Health Record’s ’s “Admin Note” functionality. This lets users create a pop-up note that will appear any time an individual’s record is accessed. In addition to popping up, all notes are stored in the “Latest Notes” section that is prominently displayed on the individual’s record in the dashboard view of the record. The note can have a title and a description and can be marked as “Important” to pop-up every time a user opens the record. This tool can contain information concerning consent directives in order to give notice to users (e.g., do not share PHI with a specific family member) or other expressed wishes. The user can also add start and end dates to the note, if applicable.

Status tags
Status tags can be created and assigned to an individual’s record. This feature can contain information concerning expressed wishes in order to give notice to users (e.g., do not share PHI with a specific family member).


5. [bookmark: _Toc105071517]Data matching

Data matching is defined under HIA in s.1(1)(g) as meaning “the creation of individually identifying information by combining individually identifying or non-identifying health information or other information from 2 or more electronic databases, without the consent of the individuals who are the subject of the information.” - keeping in mind that data matching refers only to situations where combining data sets creates a new body of individually identifying health information. Data matching does not include looking an individual up in the TELUS Collaborative Health Record and/or verifying an individual’s identity by cross-referencing data if no new individually identifying health information is created.

Our organization does not engage in data matching as part of our regular operations. If any HIA-regulated data matching will take place, our organization will prepare and submit a PIA to the OIPC to ensure it complies with the applicable HIA requirements. 




6. [bookmark: _Toc105071518]Contracts and agreements

This section describes our approach to contracts and agreements that include privacy-related provisions.

At our organization, the confidentiality and security of information are addressed as part of the hiring process for employees or other service providers in the organization (such as contracted staff members, volunteers and medical students). This is achieved through training on our organization’s privacy policies and the signing of an Oath of Confidentiality with the organization and its custodians.

Service agreements between the vendor, custodians and affiliates are addressed through the user’s acceptance of the Vendor Terms of Use and privacy and security policies when they sign up to use the system (e.g. the TELUS Collaborative Health Record) as either a subscriber or subordinate user (affiliate or patient). These terms and policies meet the requirements of Sections 7.2 of the HIA Regulation for an IMA or equivalent.


7. [bookmark: _Toc105071519]Health information used, stored or disclosed outside of Alberta.

TELUS Collaborative Health Record does not involve the use of/access to health information outside of Canada except as described in Section A - section 4.2 above. The help desk does not retain/save/print/store the individually identifying information after a problem is resolved. 

Our organization understands that as custodian, we are required to protect the information involved from unauthorized use and disclosure in any jurisdiction outside of Alberta to the same extent as would be required by regulation if it was hosted or used in Alberta. Our organization further understands that a failure to take all reasonable steps to ensure this could constitute a breach of our obligations under the HIA. We believe that the privacy and security measures and related vendor agreements and policies outlined in this PIA submission have reasonably met this requirement.













[bookmark: _Toc86750960][bookmark: _Toc105071521][image: ]





[bookmark: _Toc105071522]Section D: 
Project privacy risks and 
mitigation plan.


This section describes the privacy risks and mitigation measures our organization has identified for the project and it includes the following subsections:
1. Access controls
2. Privacy risk assessment and mitigation plan
3. Monitoring
4. PIA compliance



1. [bookmark: _Toc105071523]Access controls

Staff working for the organization are assigned a unique user ID and password.  Access to information is based on an individual’s roles and responsibilities and is tied to their user ID. 

Our Health Information Privacy and Security Manual outlines the following technical safeguards to control access to our network: 

· Information systems users are assigned a unique identifier (User ID) that restricts access to each data and application system to that information required for the administration of their duties. Use of user IDs other than that assigned to an individual is prohibited.
· System administrators must each have an administrator account for performing system administration and a limited privilege account for performing non-system administration tasks.
· Passwords are to be kept confidential at all times and should not be written down, posted publicly, or shared with other staff members except for security purposes. Unique passwords or other authentication controls are required for each desktop, network, server, etc.  A strong password standard is used. 

When a staff member leaves the organization, their username(s) are cancelled or inactivated.  Network user rights and accounts are assigned and maintained by the system administrator. The organization observes the right of individuals to access their health information, and requests correction/annotation of such information, as outlined in our Right of Access Policy.

The general procedure indicates that most requests of this nature will be handled informally. The policy also notes the balance of the individual’s right of access against the right to privacy of any other third party/patient that could be identified in the information requested.

The majority of formal requests for copies of records are to be received in writing and directed to the organization Privacy Officer or designate. Information is disclosed directly to the patient or their authorized representative in compliance with the HIA. s.104.




a. [bookmark: _Toc105071524]Role-based access to health information.

	Position/ job title
	User role
	Number of staff in this role
	Type of access (read, write, edit)
	Description of information this user can access

	Staff

	User
	
	Create/write/edit
Add/edit/delete
	Demographic information (e.g., Full name, PHN, phone number, address)

	Administrator 
	Administration
	
	Create/write/edit
Add/edit/delete - users
	Demographic information (e.g., Full name, PHN, phone number, address)

	Custodian
	Doctor
	
	Create/write/edit
Add/edit/delete 
	Demographic information (e.g., Full name, PHN, phone number, address).
Diagnostic, treatment

	PCN staff
	Health Professional
	
	Create/write/edit
Add/edit/delete
	Demographic information (e.g., Full name, PHN, phone number, address).
Diagnostic, treatment





2. [bookmark: _Toc105071525]Privacy risk assessment and mitigation plan.

The following table describes the risks to privacy that may occur in our organization’s setting and the policies and procedures that we have developed to mitigate these risks.

	
	Risks
What is the risk?
	Impacts
How would we describe the risk / impact?
	Mitigation strategy
What are the administrative, physical, or technical controls or measures our organization is taking to mitigate the risk?

	1.
	Unauthorized use or disclosure of health information by authorized users.
	Affiliates (e.g., employee or agent of the organization) browses the files of family, friends or VIPs.

Affiliates (e.g., employee or agent) accidentally discloses health information to a third party. E.g., Loss of mobile device; careless positioning of the monitor so that unauthorized persons can view data.
	Our organization’s policies on the appropriate use of health information.

Review of audit logs.

Defined policy and process on approval of users by a custodian's representative.

	2.
	Unauthorized use or disclosure of health information by authorized user (deliberate, malicious).
	Affiliates (e.g., employee or agent of the organization) deliberately disclose health information to a third party. E.g., Disgruntled employee, whistleblower, accessing for financial benefit or extortion purposes.
	Create and implement a well-defined and documented audit log review process.

Create and implement a well-defined and documented termination policy and procedure. Include note that there will be a Confidentiality and Security Checklist to ensure all items (keys, FOBs, IDs and passwords, etc.) are returned / cancelled upon termination / quitting.


	3.
	Attack by an external malicious agent.
	Hacking, identity theft, social engineering, virus, DDoS.
	Ensure these are covered during security awareness and training.

Conduct a periodic review of installed software. 

Remove unneeded software completely from the environment.



	4.
	Loss of device or improper disposal of media containing PI or PHI.
	Loss or theft of portable device. 

Paper records, CDs, DVDs and tapes not shredded.

Portable electronic media, hard drives or other electronic media not degaussed or destroyed before decommissioning.
	The organization has developed policies around the destruction of electronic data and electronic data storage devices.

	5.
	Accidental corruption of PI or PHI - Loss of integrity of information.
	Failure to accurately input PI or PHI, errors in automatic feeds.
	Daily back-ups are made and stored off-site through a secure encrypted process or to an encrypted external hard drive.

Special back-ups are run when the system is updated, and for special occasions (e.g., hardware maintenance).


	6.
	Accidental corruption of PI or PHI.
	Power failure, natural disaster (flood, fire, hurricane, ice storm), or random failure of critical components renders data centre or IT assets unavailable.
	The vendor maintains adequate environmental controls.

Vendor staffing on a 24/7 basis will quickly identify risks so that corrective action can be implemented.

	7.
	Unable to support product.
	Loss of key personnel. Unable to maintain product support due to loss of critical knowledge.
	Have a business continuity process that is tested and accessible to key staff.

Have contact information for key support staff of the vendor and of secondary contacts, if escalation is required.








Risk can be mitigated through the deployment of controls, which will lessen either the likelihood or consequence of a privacy breach. In addition to mitigating risk, an organization can choose to avoid the risk by not undertaking the activity, transfer the risk to another entity or accept the risk.



3. [bookmark: _Toc105071526]Monitoring

The organization’s Privacy Officer under the direction of the lead custodian creates, maintains and reviews audit logs for the organization. Audits are conducted quarterly and incidents are responded to adequately.
 
To detect unauthorized access and prevent modification or misuse of user data in applications:

· Privacy and security controls are reviewed on an annual basis.   If privacy and security controls are inconsistent with the PIA, the Privacy Officer will review and submit the required amendment. 
· User access rights are reviewed to ensure each user has only the access privileges required to perform their job. Inactive administrator accounts are removed from the server when an individual is no longer employed by the organization. 


4. [bookmark: _Toc105071527]PIA compliance

The responsibilities of the Privacy Officer are outlined in our organization’s information privacy policy. The policy stated that the responsibility for the day-to-day management of the information privacy program is delegated to our organization’s Privacy Officer. The Privacy Officer will establish operating policies and procedures to support the information privacy policy. The Privacy Officer’s specific PIA compliance duties include:

· Promptly investigating all instances of privacy complaints and breaches using the organization’s privacy breach management procedure, and taking appropriate remedial measures for substantiated complaints, including where appropriate, amending existing policies and practices, or staff disciplinary action
· Ensuring the organization’s PIA is updated periodically to reflect any physical, technical, or administrative changes that may affect the collection, use or disclosure of health information in our physician’s care or control per HIA
· Ensuring that organization’s health privacy and security policies and procedures are developed, regularly reviewed and maintained as necessary
· Ensuring that our organization’s staff and contractors are aware of their responsibilities and duties under HIA
· Ensuring the overall security and protection of health information in the custody or control of the organization per HIA s.60
· Representing the organization in dealings with the OIPC of Alberta

In addition, the organization has also appointed a Privacy Officer who is responsible for information privacy and security, including ensuring that appropriate administrative, technical, and physical security features are in place in vendor offices to protect health information.

The organization is submitting this PIA and enclosed documents in compliance with Section 64 of Alberta’s HIA. It is further understood that the organization must submit a subsequent or amendment to this PIA to the OIPC for review and comment before implementing any proposed new practice or system, or if a gap develops between what is described in this PIA at this point and future reality. 


5. [bookmark: _Toc105071528]Privacy breaches

The organization’s breach management policy is in place and complies with the HIA’s duty to notify requirements outlined in HIA (s60.1), which requires notification to the Privacy Commissioner, Minister of Health and affected individual(s) where:

· There has been any loss of, or any unauthorized access to, or disclosure of individually identifying health information 
· There is a risk of harm to the individual who is the subject of the information as a result of the loss or unauthorized access or disclosure

All breaches or suspected breaches of privacy and security must be reported to the Privacy Officer immediately.  The organization personnel are responsible for actively supporting the Privacy Officer in privacy breach containment, investigation, notification and remediation activities, as needed. Some of these activities may occur concurrently. 

Key steps for the organization in responding to a privacy breach are:

1.	Contain the breach, respond and report
2.	Investigation and risk assessment
3.	Notification
4.	Follow-up and prevention










[bookmark: _Toc105071530]Section E: 
Policy and procedures attachments.

This section provides a list of our organization’s privacy and information security policies we attach to our PIA submission that are specific and applicable to the project: 

[List the applicable privacy and information security policies and attach it to your PIA submission.]

[image: ][It may be possible to reuse your organization’s description of its organizational privacy management you included in a previously accepted PIA submission. However, you should consider whether you need to make any revisions to accommodate your current project or any recent changes to applicable legislation. If you don’t need to make any revisions, you should confirm that in your current PIA and provide a reference to the previously accepted PIA as follows. If you make changes to your organizational privacy management to accommodate the current project, you must submit a revised version of your organizational privacy management.]

The organization’s privacy and information security policies were accepted by the Office of the Information & Privacy Commissioner in its previous [provide the name of the previous PIA] on [provide the PIA date of acceptance], OIPC File# [provide the OIPC File#]. The previously provided privacy and information security policies have not been changed, no revisions have been made to them.
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